


4.  POLICY  
 
It is TMA policy that:  
 

4.l Access to PII, protected under Department of Defense (DoD) Privacy 
Program (References (a) and (f)), or PHI, a subset of PII protected under DoD Health 
Information Privacy Regulation (Reference (b)), and DoD Health Information Security 
Regulation (Reference (c)), is not permitted unless a TMA workforce member is authorized 
to obtain such access by his or her job function.  This requirement is further mandated within 
DoD Information Assurance regulations (References (d) and (e)).  

 
4.2 TMA workforce members must adhere to minimum necessary and need-to know 

standards by ensuring that any and all documents containing PHI/PII, hardcopy and electronic, 
are protected against misuse and unauthorized disclosure, in accordance with References (a) 
through (f).  

 
4.3 TMA workforce members who have access to PII or PHI must not share their 

access privileges and/or such information with other workforce members, in accordance with 
References (b) through (f).  

 
4.4 Contractors who provide services to DoD and require PHI in performance of the 

service, must have a Business Associate Agreement incorporated into their contract pursuant to 
References (b) and (c).  

 
 4.4.1 All requests for data owned and/or managed by TMA must be 

submitted to the TMA Privacy and Civil Liberties Office for compliance review with 
applicable Federal and DoD regulations.  

 
4.5 In accordance with References (f) and (g), Government-furnished computer 

equipment, software, and communications with appropriate security measures are required for 
accessing PII or PHI and/or sensitive unclassified data, including Privacy Act data, or For 
Official Use Only (FOUO) data.  

 
4.6 System access procedures and controls are required to be implemented by 

TMA system owners in accordance with References (a), (c), (e), and (f) to which TMA 
workforce members are required to adhere.  

 
 4.7 If an actual or possible compromise of user access occurs, and the credentials are 
authorized for access to PII, the event will be treated as a breach and required mitigation 
activities must be initiated in accordance with References (a) and (f).  Should the actual or 
possible compromise of PII include PHI, mitigation activities must be initiated in accordance 
with References (f) and (h).  
 
 








